Abstract. The intelligent improved NPRIM algorithm is applied to the new hospital in intrusion detection system, and has done a lot of experiments on simulation data sets, design a high detection rate and low false detection rate based on clustering and the boundary point detection of intelligent intrusion detection system model.
Introduction
The description and treatment of hospital information system includes the processing data state of the network system in the hospital information network system, the real-time traffic of the network processing data, the internal operation of the medical system and so on. More detailed contents is the detailed time of medical behavior, medical staff's personal data and information, the types of medicine and health care system of medical, health event details of specific diagnosis and treatment [1] . In order to guarantee the normal operation of the hospital information system, ensure the safety of the medical information and patient information, the intelligent intrusion detection system model based on clustering and boundary point detection was designed to applied in hospital information system, effective to detect the invasion of the hospital information system, at the same time record invading the source IP address, specific illegal types of external network attack, attack time, attack ability and purpose, fast and make alarm and record [2] . Fig. 1 The overall flow chart of intrusion detection model
Safety status of experimental hospital
In order to verify the effect of intelligent intrusion detection model based on clustering and boundary points detection in hospital information system, the project team worked with the A, B, C three different levels of hospital. A is the Luohe hospital of traditional Chinese medicine, it is in the south of Henan Province is a large-scale financial medical of third-level grade-A hospital, including teaching, research, prevention, care, rehabilitation, B is the fifth people's hospital of Luohe City, it is a set of medical, teaching, research, prevention, rehabilitation in one of three general hospital, C is the third affiliated hospital of Luohe Medical college, it is a Urban secondary general hospital , including teaching, scientific research, prevention and health care. Three hospital information system security measures are shown in the following As can be seen from the above table, a hospital security measures are complete in hospital A, but the intrusion detection is not intelligent. Hospital B and C security measures are less and intrusion detection was not used.
Validation results
In order to not affect the normal operation of hospital information system, effective verification the applying of intelligent intrusion detection model based on clustering and boundary point detection was done in the hospital information system at the same time, the team used alone a server for intelligent intrusion detection system [6] . Configuration of the server: Intel Xeon E5-2420 CPU,16G memory，900GSASA hard disk. Each hospital detection time for two months, the results shown in the following table:
Attack number of times with intelligent intrusion detection system Attack number of times without intelligent intrusion detection system A 610 490
From the test results can be seen, the more attack of the number of times the larger hospital at the same time, At the same time, the intelligent intrusion detection system developed by the project team in the case of less manual participation in the detection of the number of the invasion is higher than the ordinary intrusion detection system, and the detection accuracy is high, the false detection rate is low.
Evaluation of experimental hospital
In order to improve the security of hospital information system, and improve the intelligent level of intrusion detection, the hospital work with the team of intelligent intrusion detection technology of the development and application of information security from May to July in 2016, try to use the project development of intelligent intrusion detection system, usage is as follows:
(1)System operation is simple, easy to use, is conducive to the safety of the administrator to learn and use.
(2)Compared with the original detection system in our hospital, the detection accuracy of the system is high and the false detection rate is low.
(3)The system has adaptive learning ability, in the detection process, for known intrusions, no need for manual participation can quickly make the corresponding, and for the new unknown intrusion behavior, can be effectively detected, issued a warning and reported to the administrator.
This system has great application value in the hospital information system security, the project team hopes to redouble their efforts in the detection speed of the system, to further improve the system interface etc.
Summary
This paper introduces the intelligent intrusion detection system based on improved NPRIM algorithm in the application of hospital information security, by introducing the present situation of the hospital, the results of verification, validation, the evaluation of hospital three aspects to introduce the project team in the applications of intelligent intrusion detection system to work in the hospital information system.
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Summary and outlook
This study first analyzes the information security of current hospital, intrusion detection system, data mining technology in the application of these three aspects in the field of intrusion detection research present situation and existing problems. On the basis of this, the clustering analysis technology and the application of boundary point detection technology in the field of intrusion detection are studied. Then based on the analysis of comparing the performance of clustering algorithms and the boundary point detection algorithm, the improvement of the existing clustering boundary point detection algorithm NPRIM without parameters, and set up based on clustering analysis and the boundary point detection technology of intrusion detection system model. Finally, the intelligent intrusion detection system model based on clustering analysis and boundary point detection technology is applied to the hospital information system. This research report on the development and application of Intelligent Intrusion Detection Technology in hospital information security has done a lot of research and demonstration, the main work includes:
1. Research and analyze the research background of the project related to the project, Which mainly includes the hospital information system and its security, intrusion detection system, data mining technology, data mining technology in the application of intrusion detection.
2. The principle, advantages and disadvantages of all kinds of clustering analysis and boundary point detection algorithm are analyzed and compared in detail。 These include a detailed analysis of the principle of the boundary point detection method based on partitioning, hierarchical, density, model based clustering analysis method and density based, grid, angle, and the advantages and disadvantages of the boundary point detection method.
3. In research NPRIM algorithm on the basis of the related concepts and NPRIM algorithm, according to the characteristics of the intrusion detection technology, the NPRIM algorithm was improved, and a large number of experiments to improve the results.
4. The application of improved NPRIM algorithm to intrusion detection system, and design a specific model of intrusion detection and clustering boundary point detection based on the experimental environment and the experimental results were compared and analyzed, further validation of the project group based on improved NPRIM algorithm is applied to intrusion detection is effective and feasible.
5. Improved NPRIM algorithm of intelligent intrusion detection system is applied to the hospital in the information security, this research report by introducing the present situation of the hospital, the results of verification, validation, the evaluation of hospital three aspects to introduce the project team in the applications of intelligent intrusion detection system to work in the hospital information system.
